Policy Gap Analysis Report

Principle: Accountability

Analysis of the Personal Data Protection Act 2010 (Malaysia)
Against the Accountability Principle

The Accountability principle requires that a policy clearly define roles,
responsibilities, enforcement mechanisms, reporting procedures, consequences for
non-compliance, and processes for review and audit. Below is an evaluation of the

Act against these criteria:

Strengths: Clear Roles and Responsibilities

+ Section 47 establishes the Personal Data Protection Commissioner, who is
responsible for implementing and enforcing the Act.

+ Section 48 outlines the Commissioner’s functions, including policy advice,
enforcement, promotion of codes of practice, and public awareness.

+ Sections 50-51 authorize the appointment of Deputy Commissioners,
Assistant Commissioners, and other officers to assist in enforcement.

+ Section 70 establishes the Personal Data Protection Advisory Committee to
advise the Commissioner.

+ Section 83 establishes an Appeal Tribunal to review decisions of the
Commissioner, ensuring oversight.

Mechanisms for Reporting Violations

+ Section 104 allows individuals or relevant persons to file written complaints
with the Commissioner regarding potential violations.

+ Section 105 empowers the Commissioner to initiate investigations based on
complaints or on their own initiative.

+ Section 108 authorizes the Commissioner to issue enforcement notices
directing data users to remedy contraventions.




Consequences for Non-Compliance

+ Multiple sections specify penalties for offenses, including fines and
imprisonment. For example:

+ Section 5(2): Fine up to RM 300,000 or imprisonment up to 2 years for
violating data protection principles.

+ Section 16(4): Fine up to RM 500,000 or imprisonment up to 3 years for
processing data without registration.

+ Section 29: Penalties for non-compliance with codes of practice.

+ Section 132 allows for compounding of offenses (i.e., settling out of court)
with the Public Prosecutor’s consent.

Audit and Review Mechanisms

+ Section 101 permits the Commissioner to inspect personal data systems to
assess compliance.

+ Section 103 allows the Commissioner to publish reports on inspection results
and recommendations.

+ Section 128 requires the Commissioner to maintain registers (e.g., of data
users, codes of practice) that are accessible to the public.

+ Section 60 mandates the Commissioner to submit annual reports to the
Minister, ensuring ongoing review of activities.

!. Gaps and Discrepancies

1. No Explicit Requirement for Internal Accountability Mechanisms
- The Act does not mandate data users to appoint internal data protection
officers or establish internal compliance frameworks.
- Gap: Lack of explicit requirement for organizations to implement internal
accountability structures (e.g., data protection officers, internal audits).

2. Limited Provisions for Proactive Compliance Demonstrations
- While the Act requires data users to comply with principles (e.g., Section 5), it
does not explicitly require them to demonstrate compliance through
documentation, impact assessments, or certifications.
- Gap: No obligation for data users to maintain or produce evidence of
compliance beyond record-keeping under Section 44.



3. Ambiguity in Oversight of Data Processors
- Section 9(2) requires data users to ensure that data processors implement
security measures, but the Act does not clearly assign direct accountability
to processors.
- Gap: Processors are not directly liable under most provisions, potentially
weakening accountability in outsourcing scenarios.

4. No Mandated Periodic Policy Reviews
- While the Commissioner has powers to inspect and investigate, the Act does
not require periodic, systematic reviews of the policy itself or its
implementation across sectors.
- Gap: Absence of a formal requirement for the Commissioner to conduct
regular evaluations of the Act’s effectiveness.

5. Exemptions Weaken Accountability
- Section 3(1) exempts Federal and State Governments from the Act,
creating a significant gap in public-sector accountability.
- Section 45 provides broad exemptions (e.g., for crime prevention, research),
which may undermine consistent application of accountability measures.

Summary

The Personal Data Protection Act 2010 largely meets the Accountability principle
through: - Clearly defined roles (Commissioner, Advisory Committee, Appeal
Tribunal). - Reporting and investigation mechanisms. - Enforcement powers and
penalties for non-compliance. - Audit and inspection provisions.

However, key gaps remain, including: - No requirement for internal accountability
roles (e.g., data protection officers). - Limited obligations for proactive compliance
demonstrations. - Ambiguity in processor accountability. - No mandated periodic
policy reviews. - Broad exemptions for government and other entities.

. Recommendations

+ Amend the Act to require data users to appoint data protection officers and
conduct periodic internal audits.

* Introduce mandatory data protection impact assessments for high-risk
processing.



+ Clarify and extend direct accountability to data processors.
+ Establish a formal, periodic review process for the Act and its
implementation.

Principle: Transparency

Analysis of the Personal Data Protection Act 2010 (Malaysia)
Against the Principle of Transparency

The Personal Data Protection Act 2010 (PDPA) of Malaysia demonstrates a
moderate level of transparency, but it contains significant gaps and
discrepancies when evaluated against the principle of transparency. Below is a
detailed assessment based on the evaluation criteria:

Strengths (Areas Where Transparency Is Met)

1. Clear Communication of Purpose, Scope, and Objectives
- Section 1 and the preamble clearly state the Act’s purpose: “to regulate the
processing of personal data in commercial transactions.”
- Section 2 defines the scope of application, including territorial and
jurisdictional limits.

2. Notice and Choice Principle (Section 7)
- Requires data users to provide written notice to data subjects about:

o The purposes of data collection and processing.

o> The right to access and correct personal data.

o The classes of third parties with whom data may be shared.

> Notices must be in both the national language and English, ensuring
accessibility.

3. Access and Correction Rights (Sections 30-37)
- Data subjects have the right to access their personal data and request
corrections.
- Data users must respond within specified timeframes (e.g., 21 days for
access requests).



4. Publicly Accessible Registers (Section 128)
- The Commissioner is required to maintain registers (e.g., Register of Data
Users, Codes of Practice) that are accessible to the public upon payment of a
fee.

X Gaps and Discrepancies (Where Transparency Is Lacking)

1. Ambiguity in Key Definitions and Exemptions
- Example: Section 3(1) exempts the “Federal Government and State
Governments”from the Act without clear justification or transparency about why
these entities are excluded.
- Example: Section 45 provides broad exemptions (e.g., for crime prevention,
tax collection, journalism) without requiring transparency to data subjects about
how their data is used under these exemptions.

2. Lack of Clarity on Automated Decision-Making
- The Act does not address automated decision-making processes (e.g.,
profiling, algorithmic decisions). There is no requirement for data users to
inform data subjects about the use of such systems or provide explanations for
automated outcomes.
- Gap: No equivalent to GDPR’s Article 22 on automated decision-making.

3. Insufficient Detail on Data Sharing and Transfers
- While Section 7 requires disclosure of “the class of third parties” to whom data
may be disclosed, it does not mandate specific identification of third parties.
- Section 129 allows international data transfers to countries with “adequate”
protection, but the criteria for adequacy are vague and left to ministerial
discretion without public transparency.

4. Complex Legal Language
- The Act is written in formal legal language that may not be easily
understandable to the average data subject.
- Example: Sections 32 and 36 list complex grounds for refusing data access/
correction requests, which could confuse non-experts.

5. Limited Accessibility of Policies and Codes of Practice
- While codes of practice (Sections 23—-28) are required to be publicly available,
the Act does not specify that they must be easily accessible free of charge or
in plain language.



- Example: Section 128 allows the Commissioner to charge fees for access to
registers, which may hinder accessibility.

6. No Requirement for Proactive Transparency
- The Act places the burden on data subjects to request information (e.g.,
access requests), rather than requiring data users to proactively publish privacy
notices or data processing policies in easily accessible formats.

7. Vague Exceptions to Consent and Disclosure
- Sections 39 and 45 allow data processing without consent for vague reasons
such as “public interest” or “prevention of crime,” without requiring data users to
transparently report or justify these exceptions to data subjects.

Conclusion

The PDPA 2010 partially meets the transparency principle through its notice
requirements, access rights, and public registers. However, significant gaps remain
in:

« Clarity and accessibility of language,

+ Transparency around automated decision-making,

« Specificity in data sharing and international transfers,
* Proactive disclosure of data practices,

+ Justification of broad exemptions.

Recommendations for Improvement: - Introduce plain-language summaries of key
rights and obligations. - Mandate disclosure of automated decision-making
processes. - Strengthen requirements for identifying third parties in data sharing. -
Remove barriers to accessing public registers (e.g., fees).

Principle: Fairness and Non-Discrimination

Analysis of the Personal Data Protection Act 2010 (Malaysia)
Against the Principle of Fairness and Non-Discrimination

Overall Assessment:
The Act contains significant gaps with respect to the principle of fairness and non-
discrimination. While it establishes foundational data protection principles, it lacks



explicit commitments to fairness, equity, or impartiality, and does not address
discrimination, bias mitigation, or human oversight in automated systems.

Detailed Gaps and Discrepancies:

1. No Explicit Commitment to Fairness, Equity, or Impartiality
- The Act outlines seven Personal Data Protection Principles (Section 5),
including General, Notice and Choice, Disclosure, Security, Retention, Data
Integrity, and Access Principles.
- Gap: None of these principles explicitly reference fairness, equity, impartiality,
or non-discrimination. For example, the "General Principle" (Section 6) focuses
on consent and lawful processing but does not address fairness in treatment or
outcomes.

2. No Prohibition Against Discrimination Based on Protected Attributes
- The Act defines "sensitive personal data" (Section 4) to include physical/
mental health, political opinions, religious beliefs, and alleged offences, but it
does not explicitly prohibit discrimination based on these or other attributes
(e.g., race, gender, age, disability).
- Gap: There is no clause barring data users from using personal data in ways
that result in discriminatory practices. For instance, Section 40 regulates
processing of sensitive data but does not forbid its use for discriminatory
decision-making.

3. No Mechanisms to Identify or Mitigate Bias in Processes or Systems
- The Act does not address automated decision-making, artificial intelligence, or
algorithmic systems.
- Gap: There are no requirements for data users to assess, audit, or mitigate
bias in automated processing. Sections on "Data Integrity" (Section 11) and
"Security" (Section 9) focus on accuracy and protection but not fairness or bias.

4. No Provisions for Human Oversight or Intervention in Automated
Decisions
- The Act does not mention automated decision-making or provide for human
review of automated outcomes.
- Gap: Individuals have no right to challenge or seek human intervention in
decisions made solely by automated means (e.g., profiling). This contrasts with



frameworks like the GDPR, which include specific provisions for automated
individual decision-making.

5. Limited and Indirect Avenues for Appeal or Redress
- The Act allows data subjects to:

o Access and correct personal data (Sections 30-37).

o Withdraw consent (Section 38).

o Prevent processing for direct marketing (Section 43) or if it causes
damage/distress (Section 42).

o Complain to the Commissioner (Section 104) and appeal to the Appeal
Tribunal (Section 93).

- Gap: These mechanisms are not explicitly tied to claims of unfairness or
discrimination. For example, there is no direct recourse for individuals
who believe they were subjected to biased or discriminatory data
processing.

Conclusion:

The Personal Data Protection Act 2010 does not adequately address the
principle of fairness and non-discrimination. It lacks: - Explicit anti-discrimination
clauses. - Safeguards against biased or unfair automated processing. -
Requirements for human oversight in automated decisions. - Clear redress pathways
for discrimination or unfair treatment.

Recommendation:

To align with the principle, the Act should be amended to include: - A fairness
principle explicitly prohibiting discriminatory use of personal data. - Obligations to
conduct bias audits for automated systems. - Rights to human review and
explanation for automated decisions. - Expanded redress mechanisms for
discrimination claims.



Principle: Privacy and Data Protection

Analysis of the Personal Data Protection Act 2010 (Malaysia)
Against the Privacy and Data Protection Principle

The document is Malaysia’s Personal Data Protection Act 2010 (PDPA), which
establishes a framework for data protection in commercial transactions. Below is an
evaluation against the specified Privacy and Data Protection principle, focusing on
gaps and discrepancies relative to international standards like the GDPR and CCPA.

Strengths and Compliance

1. Data Minimization
- Section 6(3) states: “Personal data shall not be processed unless... the
personal data is adequate but not excessive in relation to that purpose.”
- This aligns with the data minimization principle.

2. Data Security
- Section 9 requires data users to take ‘practical steps to protect the personal
data from any loss, misuse, modification, unauthorized or accidental access or
disclosure, alteration or destruction.”
- Factors like the nature of data, storage location, and security measures are
considered.

3. Data Retention
- Section 10(1) states: “The personal data processed for any purpose shall not
be kept longer than is necessary for the fulfilment of that purpose.”
- Section 10(2) requires data users to destroy or permanently delete data no
longer needed.

4. Data Subject Rights
- Access and Correction: Sections 30-37 grant data subjects the right to
access and correct their personal data.
- Withdrawal of Consent: Section 38 allows data subjects to withdraw
consent, and data users must cease processing.
- Direct Marketing: Section 43 allows data subjects to opt out of direct
marketing.



- Prevention of Processing: Section 42 allows data subjects to prevent
processing causing damage or distress.

5. Sensitive Data
- Section 40 imposes stricter conditions for processing sensitive personal data
(e.g., explicit consent, legal purposes).

X Gaps and Discrepancies

1. No Explicit “Right to Erasure” (Right to Be Forgotten)
- The PDPA does not include a comprehensive right to erasure or deletion akin
to GDPR Atrticle 17.
- Section 38 allows withdrawal of consent but does not mandate erasure of
data already processed under other lawful bases (e.g., legal obligation).
- Gap: Data subjects cannot demand deletion of their data beyond the scope of
consent withdrawal.

2. Limited Scope of Application
- Section 3(1) exempts the Federal and State Governments from the Act.
- Section 2 restricts the Act to commercial transactions, excluding non-
commercial data processing (e.g., by NGOs, community groups).
- Discrepancy: This leaves significant gaps in privacy protection for data
processed by public bodies or in non-commercial contexts.

3. Data Portability Not Addressed
- The PDPA does not include a right to data portability (e.g., to receive data in a
structured, machine-readable format).
- Gap: This limits individuals’ ability to transfer their data between service
providers, a key feature of modern data protection regimes.

4. Vague Data Security Requirements
- Section 9 lists factors for security but does not specify technical standards
(e.g., encryption, access controls).
- Gap: The lack of prescriptive measures may lead to inconsistent
implementation and weaker security practices.



5. Broad Exemptions
- Section 45 exempts data processing for:

o Crime prevention, tax collection, health, research, journalism, and
regulatory functions.

o Example: “Personal data... processed for the purpose of discharging
regulatory functions shall be exempted... if the application of those
provisions... would be likely to prejudice the proper discharge of those
functions.”

- Discrepancy: These exemptions are overly broad and may undermine
privacy protections in practice.

6. No Requirement for Data Protection Impact Assessments (DPIAs)
- The PDPA does not mandate DPIAs for high-risk processing activities.
- Gap: This omission reduces proactive risk management and accountability.

7. Cross-Border Data Transfer Restrictions
- Section 129 prohibits transfers outside Malaysia unless the destination
country ensures “an adequate level of protection.”
- However, the Act allows transfers based on consent or contract
performance, which may not guarantee adequate protection.
- Gap: Weak safeguards for international data flows compared to GDPR’s
standard contractual clauses or binding corporate rules.

8. No Explicit Accountability Principle
- The PDPA lacks a general accountability principle requiring data users to
demonstrate compliance (e.g., through record-keeping, audits).
- While Section 44 requires data users to keep records of processing activities,
this is not as comprehensive as GDPR’s accountability requirements.

Conclusion

The Personal Data Protection Act 2010 establishes a foundational framework for
data protection in Malaysia, with clear provisions for data minimization, security,
retention, and certain data subject rights. However, it falls short of fully aligning
with modern privacy principles such as those in the GDPR or CCPA, due to:

* Missing rights (erasure, portability)
+ Broad exemptions (government, non-commercial)



+ Vague security requirements
* No mandatory DPIAs or accountability mechanisms

Recommendations: To strengthen privacy and data protection, Malaysia should
consider amendments to introduce a right to erasure, data portability, stricter security
standards, and narrower exemptions, while expanding the scope to include public
sector data processing.

Principle: Safety and Security

Analysis of the Personal Data Protection Act 2010 (Malaysia)
Against the "Safety and Security" Principle

The Personal Data Protection Act 2010 (PDPA) of Malaysia includes provisions
that partially address the "Safety and Security" principle, particularly through its
Security Principle (Section 9). However, the Act exhibits significant gaps and
discrepancies when evaluated against the full scope of the principle, which includes
risk assessment, incident response, system resilience, and secure development
practices.

1. Measures to Protect Physical and Digital Security

« Covered: Section 9(1) requires data users to take "practical steps" to protect
personal data from loss, misuse, unauthorized access, or destruction. It lists
factors to consider, such as:

* Nature of the data and potential harm.

« Storage location and security measures.

* Personnel reliability and secure data transfer.

+ Gap: The Act lacks specific technical or organizational requirements (e.g.,
encryption, access controls, network security). It delegates security measures
to "practical steps," leaving implementation vague and open to interpretation.

2. Risk Assessment and Management Procedures

« Gap: The PDPA does not explicitly mandate risk assessments. While
Section 9(1)(a) references "the harm that would result" from security failures, it



does not require proactive risk identification, analysis, or mitigation strategies.
There is no requirement for periodic risk reviews or formal risk management
frameworks.

3. Incident Response Plans for Breaches or Failures

« Gap: The Act does not require data breach notification or incident
response plans. Sections 101-109 cover inspections, complaints, and
enforcement but do not obligate data users to:

* Report security incidents to authorities or data subjects.

* Develop and test incident response procedures.

+ Contain, investigate, or recover from breaches systematically.

4. System Reliability, Robustness, and Resilience

+ Partial Coverage: Section 9(1)(c) and (e) refer to "security measures
incorporated into equipment" and "secure transfer of personal data," implying
system reliability. However, there are no explicit requirements for:

+ System resilience against attacks (e.g., DDoS, malware).

* Redundancy, backup, or disaster recovery mechanisms.

+ Uptime or availability standards.

5. Guidelines for Secure Development and Testing

+ Gap: The PDPA does not address secure development or testing
practices. It focuses on data processing (Section 4) but does not extend to
software/system development life cycles, code reviews, penetration testing, or
vulnerability management.

6. Additional Gaps

* Third-Party Risk: While Section 9(2) requires data users to ensure data
processors provide "sufficient guarantees" of security, it does not specify due
diligence, auditing, or contractual obligations for third-party risk management.

+ Accountability: No requirement for documented security policies, roles, or
training programs for personnel.



* Penalties: Sections 5(2) and 9(2) impose penalties for non-compliance but do
not tie fines to the severity of security failures or incentivize proactive security
investments.

Summary of Findings

The PDPA partially meets the "Safety and Security" principle through its Security
Principle (Section 9) but has critical gaps in: - Mandating risk assessments and
management. - Requiring incident response and breach notification. - Ensuring
system resilience and secure development practices. - Providing detailed,
enforceable security standards.

Recommendation: The PDPA should be amended to include: 1. Explicit risk
assessment and management obligations. 2. Data breach notification requirements
and incident response planning. 3. Technical safeguards (e.g., encryption, access
controls). 4. Guidelines for secure system development and testing. 5. Third-party
risk management protocols.

Without these, the Act falls short of comprehensively ensuring the safety and security
of personal data.

Principle: Robustness and Reliability

Analysis of the Personal Data Protection Act 2010 (Malaysia)
against the Principle of Robustness and Reliability

Overall Assessment:

The Act contains significant gaps with respect to the principle of Robustness and
Reliability. While it includes general obligations for data security and integrity, it lacks
specific, actionable standards or requirements for system performance, testing,
monitoring, contingency planning, or reproducibility. The provisions are largely
principle-based and do not mandate the technical or operational measures
necessary to ensure robustness and reliability in data processing systems.




Detailed Gaps and Discrepancies:

1. Standards for System Performance, Accuracy, and Consistency: - Gap: The
Act does not define or require specific standards for system performance (e.g.,
uptime, latency, scalability) or consistency in data processing.

- Partial Coverage:

- Section 11 (Data Integrity Principle): Requires data users to take "reasonable
steps" to ensure personal data is "accurate, complete, not misleading and kept up-to-
date."

- Section 9 (Security Principle): Mandates "practical steps" to protect data from
loss, misuse, etc., but does not specify performance or consistency benchmarks.

- Discrepancy: The terms "reasonable steps" and "practical steps" are vague and
open to interpretation, failing to enforce measurable performance or consistency
standards.

2. Requirements for Testing, Validation, and Quality Assurance: - Gap: No
provisions explicitly require testing, validation, or quality assurance processes for
systems handling personal data.

- Discrepancy: While Section 9(2) requires data users to ensure data processors
provide "sufficient guarantees" of technical and organizational security measures, it
does not mandate pre-deployment testing, validation protocols, or ongoing quality
assurance.

3. Procedures for Monitoring System Performance and Addressing
Degradation: - Gap: The Act does not require data users to monitor system
performance (e.g., via logging, audits, or real-time alerts) or address degradation
(e.g., response to slowdowns or errors).

- Partial Coverage:

- Section 44: Requires data users to maintain records of data processing activities
but does not extend to system performance monitoring.

- Sections 101-103: Allow the Commissioner to inspect personal data systems but
do not impose ongoing monitoring obligations on data users.

- Discrepancy: Reactive inspections by the Commissioner are not a substitute for
proactive, continuous monitoring by data users.

4. Contingency and Business Continuity Plans in Case of System Failure: -
Gap: No explicit requirement for contingency plans (e.g., backups, disaster recovery)
or business continuity measures to ensure data availability and integrity during
system failures.



- Partial Coverage:

- Section 9(1)(e): Requires "measures taken for ensuring the secure transfer of the
personal data," but this is narrowly focused on transfer security, not overall system
resilience.

- Discrepancy: The Act does not address scenarios such as data corruption,
infrastructure failures, or cyber incidents that disrupt operations.

5. Provisions for the Reproducibility of Results or Decisions: - Gap: The Act
does not require reproducibility of automated decisions or processing outcomes,
which is critical for accountability and fairness (e.g., in algorithmic decision-making).
- Discrepancy: While Sections 30—38 grant data subjects rights to access and
correct their data, there is no obligation for data users to document or replicate how
decisions (e.g., profiling) are made.

Key Missing Elements:

+ Technical Standards: No reference to industry standards (e.g., ISO/IEC
27001, NIST frameworks) for system reliability.

* Performance Metrics: Absence of requirements for uptime, error rates, or data
processing consistency.

* Proactive Measures: Lack of mandates for regular system audits, stress
testing, or failure simulations.

* Resilience Planning: No obligation to develop and maintain disaster recovery
or business continuity plans.

* Reproducibility: No provisions for documenting and replicating automated
decision-making processes.

Conclusion:

The Personal Data Protection Act 2010 does not adequately address the
principle of Robustness and Reliability. Its provisions are insufficient to ensure
that data processing systems are performant, reliable, resilient, and reproducible.
The Act prioritizes data protection principles (e.g., security, integrity) but omits
concrete, operational requirements for system robustness. Amendments or
supplementary regulations are needed to close these gaps, such as introducing
specific technical standards, testing protocols, monitoring duties, and contingency
planning obligations.



Principle: Human Oversight

Analysis of the Personal Data Protection Act 2010 (Malaysia)
Against the Principle of Human Oversight

Overall Assessment:

The Act does not adequately address the principle of human oversight. It lacks
explicit requirements for meaningful human involvement in automated decision-
making processes, especially for high-risk decisions. The document focuses primarily
on data processing principles, rights of data subjects, and enforcement mechanisms
but omits specific provisions related to human intervention, review, or control over
automated systems.

Key Gaps and Discrepancies:

1. No Explicit Requirement for Human Involvement in Automated Decisions
- The Act does not define or mandate "human-in-the-loop" or "human-on-the-
loop" mechanisms for automated systems.

- Example Gap: Sections 5—-12 outline data protection principles (e.g., Notice,
Security, Access) but do not require human review of automated decisions
affecting individuals (e.g., algorithmic profiling or Al-driven outcomes).

2. Lack of Override Mechanisms or "Off-Switches"
- There is no provision allowing data subjects or authorized persons to override
automated decisions.
- Example Gap: While Sections 30—38 grant rights to access and correct
personal data, they do not include a right to challenge or request human
intervention in fully automated decisions (e.g., credit scoring or employment
screening).

3. No Training or Competency Requirements for Human Operators
- The Act does not specify training, skills, or competency standards for
personnel overseeing automated systems.
- Example Gap: Sections 44 (record-keeping) and 101-109 (inspections/
complaints) focus on procedural compliance but do not address the need for
trained human operators to monitor or intervene in automated processes.



4. Ambiguity in High-Risk Scenarios
- The Act does not distinguish between low-risk and high-risk automated
processing or mandate heightened human oversight for the latter.
- Example Gap: Section 40 regulates "sensitive personal data" but does not
require human approval for automated processing of such data (e.g., health or
financial information).

5. Enforcement and Complaints Do Not Prioritize Human Review
- While Sections 104—-109 allow complaints and investigations, they do not
explicitly require human reassessment of automated decisions as a remedy.
- Example Gap: An enforcement notice (Section 108) may direct a data user to
"remedy" a contravention but does not mandate replacing or reviewing
automated decisions with human judgment.

Conclusion:

The Personal Data Protection Act 2010 fails to incorporate the principle of human
oversight. It does not ensure meaningful human involvement in automated systems,
define override capabilities, or address operator competency. Amendments or
supplementary guidelines (e.g., codes of practice under Section 23—-24) would be
needed to align with this principle.

Principle: Ethical Considerations

Analysis of the Personal Data Protection Act 2010 (Malaysia)
Against the Principle of Ethical Considerations

The Personal Data Protection Act 2010 (PDPA) of Malaysia establishes a
comprehensive legal framework for regulating the processing of personal data in
commercial transactions. However, when evaluated against the principle of Ethical
Considerations, the Act reveals significant gaps and discrepancies. Below is a
detailed assessment:




1. Lack of a Guiding Set of Ethical Principles or Code of Conduct

« Gap: The Act is primarily a compliance-driven legal instrument focused on
procedural and regulatory requirements (e.g., registration, principles like Notice
and Choice, Security, Retention). It does not articulate an overarching ethical
framework or code of conduct to guide data users beyond legal obligations.

+ Evidence: Sections 5-12 outline the "Personal Data Protection Principles"
(e.g., General, Notice and Choice, Security), but these are framed as legal
duties rather than ethical commitments. For example, Section 6(1) requires
consent for processing but does not contextualize this within broader ethical
norms like fairness, respect, or human dignity.

2. Insufficient Consideration of Broader Societal Impact and Unintended
Consequences

» Gap: The Act does not mandate systematic assessments of societal impacts,
such as effects on marginalized groups, community trust, or democratic values.
It also lacks provisions to address unintended consequences (e.g., algorithmic
bias, exclusion, or erosion of privacy in evolving technologies).

+ Evidence: While the Commissioner has functions like promoting awareness
(Section 48) and monitoring technological developments (Section 48(f)), there
is no requirement for proactive societal impact assessments or public
consultation on ethical implications before policy implementation.

3. Absence of Processes for Ethical Review or Impact Assessment

» Gap: The Act does not establish formal mechanisms for ethical review, such as
ethics committees, or require ethical impact assessments for high-risk data
processing activities.

+ Evidence: Sections 101-109 cover inspections, complaints, and investigations
but focus on compliance with the Act’s provisions rather than ethical
evaluations. For instance, Section 108 allows the Commissioner to issue
enforcement notices for contraventions but does not reference ethical risks as a
trigger for review.




4. No Guidelines on Dual-Use or Unintended Harmful Applications of
Technology

+ Gap: The Act does not address the potential for dual-use technologies (e.g., Al,
biometrics) to be repurposed for harmful ends, such as surveillance,
discrimination, or social control.

+ Evidence: While Section 9 (Security Principle) requires protection against
unauthorized access, it does not extend to ethical risks like misuse of data for
profiling, manipulation, or undermining autonomy. The definition of "processing"
(Section 4) includes technological operations but lacks ethical guardrails.

5. Limited Commitment to Human Values, Dignity, and Agency

+ Gap: Although the Act grants rights to data subjects (e.g., access, correction,
and withdrawal of consent in Sections 30-38), these are framed as
transactional and legalistic rather than rooted in human dignity or agency.

+ Evidence:

o Section 40 allows processing of sensitive personal data under specific
conditions (e.g., explicit consent, legal purposes) but does not emphasize
the protection of fundamental rights or dignity.

o Exemptions in Sections 4546 (e.g., for crime prevention, journalism) are
broad and lack ethical safeguards to prevent abuse or disproportionate
infringement on rights.

Summary of Findings

The PDPA 2010 is a robust legal framework for data protection but falls short in
embedding Ethical Considerations into its core structure. Key gaps include: - No
explicit ethical principles or code of conduct. - Omission of societal impact
assessments and ethical review processes. - Failure to address dual-use technology
risks. - Insufficient emphasis on human dignity and agency beyond procedural rights.

Recommendations for Improvement

* Introduce a preamble or guiding principles emphasizing ethics, human dignity,
and societal well-being.
+ Mandate ethical impact assessments for high-risk data processing.



* Develop codes of practice (under Sections 23—-24) that incorporate ethical
guidelines.

* Empower the Commissioner to evaluate and address unintended
consequences and dual-use risks.

Conclusion: The policy does not adequately meet the standard set by the Ethical
Considerations principle.

Disclaimer: This analysis is Al-generated. Al can make mistakes. Please review all
findings carefully.
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